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Section 1 – Introduction


Modern society has a significant interest in keeping information secure. Fields such as commerce, military, and simple personal communication all have a need to keep their data unreadable by unauthorized people. This paper explores the concept of data encryption, starting with the oldest known instances of humankind encrypting information. The history of encryption is presented from then up through the modern age. Finally, an in-depth analysis and description of the mathematics that make encryption work is presented.
Section 2 – The History of Encryption

Encryption has been a fact of life in human societies for thousands of years. As long as humans have communicated in writing, there have been methods to encode information so it is not easily readable. One of the first known encryption techniques is found in the Spartan society of 400 B.C. Diplomats and military commanders used a device called a scytale to encrypt messages so that foreign powers could not decipher their content. This technique consisted of wrapping a "strip of leather or parchment around a baton or staff of a certain diameter. The sender wrote the message down the length of the staff, and then unwrapped the parchment, effectively scrambling the order of the letters." When the message was transported to the recipient, he would wrap the parchment back around a staff of the same diameter, and the letters would be in the proper order again. While not wrapped around a staff of the proper diameter, the letters would be scrambled and the message would not make sense. The scytale is the oldest known cryptographic tool and method.


The next important event in the history of encryption involved Julius Caesar. He devised a method of mutating messages to make them illegible unless the one in possession knew what they were. The Caesar cipher, as it is called, moved every letter in a message forward by three characters. 'A' turned into 'D', 'B' turned into 'E', etc. 'X', 'Y', and 'Z' wrapped to the front of the alphabet to turn into 'A', 'B', and 'C'. So "Julius Caesar" would be represented as "Mxolxv Fdhvdu". The recipient of the message would have to know ahead of time that a message from Caesar would be thus encrypted, and would have to know how to decrypt it -- by rotating the alphabet three characters the other way. Caesar's cipher was adequate for his time because so few people could read even unencrypted messages. His implementation was not the only possible one, either. In a 26 character alphabet, there are 26 different rotations that can be made to form a unique cipher. The distance between letters from the original ("plaintext") to the encrypted data is called the "key" of the cipher. Since Caesar's cipher rotated characters by 3 letters, it had a key of 3. A key of 26 would mean that the alphabet was rotated all the way back around, and the plaintext would be the same as the encrypted text! This is possible, though not very useful.


Simple ciphers like these were reasonably secure for almost 1000 years, while literacy was not high and messages were typically relatively short. During this time, more complex ciphers were born. Instead of a simple rotation cipher to substitute letters, some ciphers were created that randomly mapped letters to other letters. So even if one plaintext-encrypted letter was known, it would no longer follow that the whole code was known. To decode the message, the recipient had to know individually what each letter represented in the cipher. A somewhat more complex cipher uses a technique called 'columnar transposition'. In this cipher, the plaintext message is written in rows of a standard number of characters, forming a box shape. To encode the data, it is then re-represented by reading the columns instead of the rows. An example will help:
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This 8 x 8 grid would then be represented as 
"eonlmtho nnaiaiof chffneuy raaessse ysciofaa pbtnconr teohirds iefuets"
which was found by reading the characters down the columns instead of across the rows, as normal. Someone knowing this cipher was in use could take this string of characters and write it again into a grid, where the plaintext becomes legible again. As a variation on this, multiple ciphers could be combined: a rotation-substitution cipher could be formed on plaintext before it underwent columnar transposition, or a separate word could be ciphered, which, when ciphered, would indicate what column to start reading in to decrypt the main message. By 1000 A.D. there was a multitude of different ciphers, all of which worked very well for their time.


Around that time, the Arabs devised a method of decoding virtually all simple ciphers. They did not find a way to actually decipher encrypted information; they used the characteristics of the language of the plaintext to circumvent the cipher. They employed a technique now called 'frequency analysis' to effectively "guess" what certain letters of encrypted data were. The idea behind this is that not every letter appears the same number of times in the course of a given sentence. For example, in the English language the letter 'e' occurs more frequently than other letters. So if an encrypted message 100 characters long contains (say) the letter 'm' 19 times, there is a good chance that 'm' stands for 'e' in the cipher. Frequency analysis does not rely on knowing anything at all about the cipher in use; it simply measures the occurrences of letters in a message and uses known statistics of a language to determine the content of the original message. Modern ciphers employ various techniques that avoid using the same substitution letter for every occurrence of a given plaintext letter to make frequency analysis less successful. One method of stumping frequency analysis involves encoding pairs of letters or 'digraphic substitution' and uses matrices of letters to perform the encryption. The following diagram, courtesy of Lee Krystek, demonstrates this well.
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The word 'meet' is encrypted in 2-letter pieces, first 'me' and then 'et'. 'M' and 'e' are found in opposite corners of the alphabet matrices, and a rectangle is then formed with those letters as two of the corners. The other two corners, 'nx' are the encrypted form of 'me'. This circumvents frequency analysis because a unique letter will not always resolve to the same symbol after encryption (though pairs of letters will). Frequency analysis involving letter pairs is far less accurate or useful than frequency analysis involving just one letter at a time.


There have been several devices created over the past millennium which simplify the process of encrypting data via ciphers. Thomas Jefferson described a "cipher wheel" which contained rows of scrambled alphabets. To encrypt data, two rows were chosen. One row would represent the plaintext, while the other would represent the encrypted text. A message would be decrypted by someone in possession of another cipher wheel knowing which rows were used to encrypt it.


Perhaps most famous of cipher inventions is ENIGMA, Germany's encryption computer used during World War II. This machine used multiple substitution ciphers in such a fashion that the ciphers each rotated iteratively, in order to minimize the danger of frequency analysis breaking the cipher. US cryptographers broke the cipher during the war, which was a celebrated event on the side of the Allies and affected military intelligence for the rest of the war.

Section 3 – Modern Encryption

Since the dawn of the computer area, substitution ciphers have been inadequate to securely encrypt data. The constant and continual nature of computers makes simple ciphers easily conquered by brute-force processing, which simply attempt every possible permutation of letters until the plaintext message is extracted from the encrypted data. This is not to say, however, that encryption is a dead science. On the contrary, computers have allowed unimagined leaps and bounds in the field of cryptology, and humanity can rest assured that modern encryption techniques are as secure as they have ever been, computers or no.


As mentioned above, ENIGMA ushered in the marriage between encryption and computers. That marriage led to a huge family of computers and encryption techniques being joined. Nowadays, virtually every personal computer in the world engages in encryption of one form or another. The first encryption algorithms of the computer age were very similar to traditional ciphers in that they involved shared secrets: both parties, encrypter and decrypter, must know the function performed on the data in order for the communication to succeed. Serious encryption involving computers is always more complex than simple ciphers, though.


In today's age, any encryption algorithm must be complex enough so that it cannot be easily solved by a brute force attack. That means that as computers get faster and faster, key sizes must continue to grow as well. DES, or Data Encryption Standard, is an algorithm that uses a key that is 56 binary digits long. Modern technology allows DES-encrypted messages to be cracked quite feasibly. More secure algorithms use keys in excess of 100 bits long, though these too may be trivially crackable eventually.


An alternative to shared secret encryption called public key encryption has been around for approximately 30 years. Public key encryption involves the use of two distinct keys, one for encryption and one for decryption. These keys are designed in such a way that knowing one key will not permit someone to determine what the other key is. This allows one of the keys -- the public key -- to be published. Anyone that wants to can access the key and use it to encrypt a message. Once encrypted, the only way to decrypt the message is to use the matching private key, which is kept by the creator of the keys. This concept revolutionized cryptography because it removed the necessity of both parties knowing the key beforehand. Now, person A can publish a key and person B can use that published key to encrypt a message to person A without knowing anything else about the encryption scheme than A's key. A and B can be complete strangers, and still share secure encrypted data.


One popular implementation of the public key cryptography concept is RSA, named after the initials of its creators. This algorithm makes use of the number theory fact that it is hard to determine the prime factors of very large numbers if the factors are also large. With factors in excess of 100 digits long, computers are inefficient at factoring because there are just so many possibilities. Basically, RSA encryption works by first finding two long prime numbers, p and q. A third number, e, is calculated to be relatively prime to the product (p-1)(q-1). The plaintext to be encrypted is represented as a sequence of integers by using a cipher to translate letters to numbers (the simple cipher of 'a' = 1, 'b' = 2, etc suffices). This string of integers is then collapsed into larger integers, so "hello" becomes "8 5 12 12 15", which then becomes "85121215". Now that number is used in the function C = Me mod n, where C is the encrypted text, M is the integer-represented plaintext, e is the already determined number relatively prime to (p-1)(q-1), and n is the product of p and q. The mod or modulus operation, crucial to the process, is described below. The public key consists of n and e. Anyone in possession of n and e can encrypt using this key, but they cannot decrypt. The private key consists of n and d, which is an inverse of e with respect to the mod function. Due to the properties of modular arithmetic and prime numbers, d is exceedingly difficult to determine even though e and n are known. This will be described in detail below.


There are variations on the RSA method of public cryptography. El Gamal encryption is one such variation, still making use of modular math and the properties of prime numbers. To use it, a large prime p is chosen. Next, random numbers g and x both less than p are chosen. Then y is determined in the formula y = gx mod p. The private key is x, the exponent of g. The public key is p, g, and y. Without knowing the power to which g is raised, the message can't be decrypted.

Section 4 – Encryption Mathematics
This section describes encryption from a more mathematical rather than historical position. First, a mathematical discussion of substitution ciphers will be presented, followed by an overview of number theory concepts applicable to public key encryption, such as RSA, and other types of encryption involving prime numbers and modular math.

A good place to begin in talking about the mathematics of cryptography involves the modulus operator, often shortened to mod. The strict mathematical definition of mod, according to Kenneth H. Rosen, is as follows:


Let a be an integer and m be a positive integer. We denote by a mod m the remainder when a is divided by m.


For example, 21 mod 8 is 5, since when 21 is divided by 8, the integer remainder is 5

(8 x 2 + 5 = 21).  An immediate corollary to this involves the concept of congruence, which is a relation describing two integers which have the same remainder when divided by a common integer. 165, 21, and -3 are all congruent mod 8, since the remainder in each case is 5. The concept of congruence is essential to the public key encryption methods introduced above, and it also lends a mathematical way of describing simple rotation ciphers. In Caesar’s and other ciphers, the alphabet is viewed essentially as a loop – when the end is reached, it starts over at the beginning. Modular arithmetic can be thought of in the same way. When the second operand of the mod operator is reached, the count must start counting again. To determine that 21 mod 8 is 5, one could count from 1 to 8 twice, and then to 5. A total of 21 units would have been counted, and the counting looped when it reached 8, the operand of the mod operator. In ciphers using the modern English alphabet, shifts are performed mod 26, since there are 26 letters in the alphabet. This allows the shift function to wrap around the end of the alphabet.

Caesar’s cipher represented in mathematical terminology and symbols is f(p) = (p + 3) mod 26, where p is the integer number of the plaintext in the alphabet, and 3 is the key or distance to shift each letter. The inverse of the function, f(p)-1 = (p – 3) mod 26, restores the original plaintext from the ciphertext. The generic function to shift letters k places is f(p) = (p + k) mod 26, making the inverse f(p)-1 = (p – k) mod 26.

Other ciphers may have different mapping functions, but all cipher functions have the property that the decrypting function is the inverse of the encrypting function.


The other factor of prime importance to understanding cryptography involves, factoring primes. A prime number, as students learn in elementary school, is a number that is divisible by only itself and 1. Factors are the positive integers that multiply together to uniquely describe a number. A composite number is a whole number that is not prime. These are all simple and straightforward definitions that become much more complicated and less intuitive as they are applied to the concepts of modular arithmetic.

The concept of coprime or relatively prime numbers is important, as well. This idea describes numbers which have no common factors besides 1, regardless of whether they are prime or not. The numbers 24 and 25 are relatively prime because they share no factors, even though neither is prime itself. This leads to a theorem important to the functionality of public key cryptography:


If a and m are relatively prime integers and m > 1, then an inverse of a modulo m exists. Furthermore, this inverse is unique modulo m. 

An example of this theorem, and its proof, follow:

To find an inverse of 9 modulo 25, it can easily be seen that


25 = 9 * 2 + 7.

Rearranging this yields:


-2 * 9 + 1 * 25 = 7.

Thus -2 is an inverse of 9 mod 25.

The proof of this theorem requires another theorem, as follows:


If a and b are positive integers,then there exist integers s and t such that gcd(a,b) = sa + tb.
This describes linear combinations. That theorem can then be used in the proof of the original theorem:
Since a and m are relatively prime (that is, gcd(a,m)), there are integers s and t such that 

sa + tm  = 1.
This implies that
sa + tm  1 (mod m).
Since tm 0 (mod m), it follows that

sa 1 (mod m).


Consequently s is an inverse of a modulo m.
This theorem demonstrates that functions involving modular math have unique inverses, which makes them ideal for encryption. Since they are invertible by exactly one function, every encryption function using this idea can be decrypted by only one function, which adds security and ease of implementation. The proof of the theorem describes a method of determining the unique inverse using linear combinations and Euclid’s algorithm, which is a simple method of determining the greatest common divisor for a pair of integers.

A related idea which is also important to encryption mathematics is the Chinese Remainder Theorem. It states that “when the moduli of a system of linear congruences are pairwise relatively prime, there is a unique solution of the system modulo the product of the moduli (Rosen, 141).”  This theorem can be used to simplify arithmetic involving large integers (as computers must do when working with numbers hundreds of digits long). Using the Chinese Remainder Theorem, very large numbers can be represented as products of smaller and much more manageable congruences.
This idea led Fermat to construct an important theorem involving primality and congruences. That theorem is:
If p is prime and a is an integer not divisible by p, then


ap-1 is congruent to 1 (mod p).
Further, for every integer a,


ap is congruent to a (mod p).
With this background, public key encryption using RSA and similar methods can now be better explained. These methods all rely on the basic premise that factoring very large primes is computationally inefficient. Using congruences and other properties of modular arithmetic can make disproving numbers prime more effective, but not in all cases. It takes a very long time (as a function of computation speed; some numbers literally would take billions of years based on current computer speeds) to prove primality. How, then, does RSA use this fact?
To review the basics of how RSA works, 2 large primes, p and q, are found. Then an e is found which is relatively prime to (p – 1)(q – 1). p and q of 200 digits can be generated fairly easily on modern computers, though their product n = pq cannot be factored in reasonable time.

The actual encryption function C = Me mod n uses the public key, containing e and n. The holder of the private key knows d, an inverse of e modulo (p – 1)(q – 1).  The rest of the explanation is more easily understood in formulas than words; those formulas follow:
Cd = (Me) d = Mde = M1+k(p - 1)(q – 1).

It follows that Mp – 1 is congruent to 1 (mod p) and Mq – 1 is congruent to 1 (mod q).

Thus,

Cd is congruent to M * (Mp – 1)k(q – 1) is congruent to M (mod p)

and

Cd is congruent to M * (Mq – 1)k(p – 1) is congruent to M (mod q).

Since the greatest common divisor of p and q is 1, by the Chinese Remainder Theorem

Cd is congruent to M (mod pq).

This shows that d is the unique inverse to the encryption function.

This method of data encryption is considered very secure because it uses very large (usually in excess of 100 digits) primes. The product of these two very large primes is significantly larger even than they are. With modern technology and mathematical know-how, it would take thousands of years to test all the possible factors of a very large prime; it is this fact that makes RSA encryption secure.

To further illustrate the RSA algorithm, it will be used to encrypt the letters ‘MATH’. For the sake of brevity, small primes will be used. This will not be a secure encryption, but it will demonstrate the algorithm sufficiently. For this example, p = 19 and q = 23. Thus n = 19 * 23 = 437. e = 5.  ‘MATH’ must be represented numerically; the simplest way to do this is to let each letter be replaced by its numerical position in the alphabet. Thus ‘MATH’ = 13 1 20 8. Now those numbers are joined together into 131 and 208. Finally, each of these blocks is encrypted in the function C = M5 mod 437, where M is the block representing the letters.
Thus, 
1315 mod 437 = 6 and 2085 mod 437 = 208 
are the encrypted parts of the message; these would be represented as 0006 0208. To decrypt this message, d must be known. Since we know both p and q, we can determine that d = 317 is an inverse of 5 mod 18 * 22 = 396. Using that knowledge in the formula 

P = C317 mod 437
will allow decryption of the message. Indeed, it can be shown that 
6317 mod 437 = 131 and 208317 mod 437 = 208.
Section 5 – Conclusion
Encryption has been a part of the human heritage for as long as we can remember. Over thousands of years it has grown from a few clever secrets to a full-fledged branch of mathematics that is used by millions of people every day, many of them oblivious to that fact. Society has grown and adapted from simple ciphers through imaginative inventions through robust and mathematically sound designer algorithms. It has been a long journey, and there are no signs that it is nearly over.
