Caesar Cipher problems

1.) Encrypt the following phrase with a Caesar Cipher using a key of 3.

     “the quick brown fox jumps over the lazy dog”

2.) Decrypt the following text with a Caesar Cipher using a key of 4.

      “LSYWI”

Hill Cipher Problems

Use this key for problems 1-4.


1.) Check that the delimiter is not 0 and has no common factors with 26.

2.) Encrypt the word “cat.”

3.) Encrypt the word “rap.”

4.) Calculate the inverse matrix of the given key.

5.) Use the inverse matrix to decipher the letters “RLD”.

Playfair Cipher Problems

1.) Construct a Playfair block with the keyword “PlayfairExample.”

2.) Encrypt the phrase “Hide the gold in the tree stump” using the block found in question 1.

3.) Decrypt the letters “NWKZTNAQCWEAENPWPHCEFMWQUPFNVNGSWNUN”. Given the key....

W    H     E     A     T 

S     O     N     B     C 

D     F     G     I/J   K 

L     M     P     Q    R 

U     V     X    Y      Z

4.) Given the coordinates of a playfair block with the keyword ,“keyword”, use the mathmatical process below to encrypt the phrase “Hello there”. 
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Coordinates: A(3,2) B(4,2) C(5,2) D(2,2) E(2,1) F(1,3) G(2,3) H(3,3) I/J(4,3) K(1,1)

L(5,3) M(1,4) N(2,4) O(5,1) P(3,4) Q(4,4) R(1,2) S(5,4) T(1,5) U(2,5) V(3,5)      
           W(4,1) X(4,5) Y(3,1) Z(5,5)

Vigenère Cipher Problems
1.) Encrypt the phrase “ATTACK AT DAWN” using the Vigenere cipher with a key of “lemon”.

2.) Decrypt the text “JIWWGN” using a Vigenere cipher with a key “cat”.

Frequency Analysis Problem Walkthrough

Suppose Eve has intercepted the cryptogram below, and it is known to be encrypted using a simple substitution cipher.

LIVITCSWPIYVEWHEVSRIQMXLEYVEOIEWHRXEXIPFEMVEWHKVSTYLXZIXLIKIIXPIJVSZEYPERRGERIM

WQLMGLMXQERIWGPSRIHMXQEREKIETXMJTPRGEVEKEITREWHEXXLEXXMZITWAWSQWXSWEXTVEPMRXRSJ

GSTVRIEYVIEXCVMUIMWERGMIWXMJMGCSMWXSJOMIQXLIVIQIVIXQSVSTWHKPEGARCSXRWIEVSWIIBXV

IZMXFSJXLIKEGAEWHEPSWYSWIWIEVXLISXLIVXLIRGEPIRQIVIIBGIIHMWYPFLEVHEWHYPSRRFQMXLE

PPXLIECCIEVEWGISJKTVWMRLIHYSPHXLIQIMYLXSJXLIMWRIGXQEROIVFVIZEVAEKPIEWHXEAMWYEPP

XLMWYRMWXSGSWRMHIVEXMSWMGSTPHLEVHPFKPEZINTCMXIVJSVLMRSCMWMSWVIRCIGXMWYMX

Step 1: e is the most common letter in the English language, th is the most common bigram, and the is the most common trigram. This strongly suggests that X~t, L~h and I~e. The second most common letter in the cryptogram is E; since the first and second most frequent letters in the English language, e and t are accounted for, Eve guesses that E~a (the third most frequent letter).Tentatively making these assumptions, the following partial decrypted message is obtained:

WQhMGhMtQaReWGPSReHMtQaRaKeaTtMJTPRGaVaKaeTRaWHatthattMZeTWAWSQWtSWatTVaPMRtRSJ

GSTVReaYVeatCVMUeMWaRGMeWtMJMGCSMWtSJOMeQtheVeQeVetQSVSTWHKPaGARCStRWeaVSWeeBtV

eZMtFSJtheKaGAaWHaPSWYSWeWeaVtheStheVtheRGaPeRQeVeeBGeeHMWYPFhaVHaWHYPSRRFQMtha

PPtheaCCeaVaWGeSJKTVWMRheHYSPHtheQeMYhtSJtheMWReGtQaROeVFVeZaVAaKPeaWHtaAMWYaPP

thMWYRMWtSGSWRMHeVatMSWMGSTPHhaVHPFKPaZeNTCMteVJSVhMRSCMWMSWVeRCeGtMWYMt

Step 2: Using these initial guesses, Eve can spot patterns that confirm her choices.such as "that". Moreover, other patterns suggest further guesses. "Rtate" might be "state", which would mean R~s. "atthattMZe" could be guessed as "atthattime", yielding M~i and Z~m. "heVe" might be "here", giving V~r. Filling in these guesses, Eve gets:

hereTCSWPeYraWHarSseQithaYraOeaWHstatePFairaWHKrSTYhtmetheKeetPeJrSmaYPassGasei

WQhiGhitQaseWGPSseHitQasaKeaTtiJTPsGaraKaeTsaWHatthattimeTWAWSQWtSWatTraPistsSJ

GSTrseaYreatCriUeiWasGieWtiJiGCSiWtSJOieQthereQeretQSrSTWHKPaGAsCStsWearSWeeBtr

emitFSJtheKaGAaWHaPSWYSWeWeartheStherthesGaPesQereeBGeeHiWYPFharHaWHYPSssFQitha

PPtheaCCearaWGeSJKTrWisheHYSPHtheQeiYhtSJtheiWseGtQasOerFremarAaKPeaWHtaAiWYaPP

thiWYsiWtSGSWsiHeratiSWiGSTPHharHPFKPameNTCiterJSrhisSCiWiSWresCeGtiWYit

Step 3: In turn, these guesses suggest still others (for example, "remarA" could be "remark", implying A~k) and so on, and it is relatively straightforward to deduce the rest of the letters, eventually yielding the plaintext:

hereuponlegrandarosewithagraveandstatelyairandbroughtmethebeetlefromaglasscasei

nwhichitwasencloseditwasabeautifulscarabaeusandatthattimeunknowntonaturalistsof

courseagreatprizeinascientificpointofviewthereweretworoundblackspotsnearoneextr

emityofthebackandalongoneneartheotherthescaleswereexceedinglyhardandglossywitha

lltheappearanceofburnishedgoldtheweightoftheinsectwasveryremarkableandtakingall

thingsintoconsiderationicouldhardlyblamejupiterforhisopinionrespectingit

Step 4:At this point, it would be a good idea for Eve to insert spaces and punctuation: 

Hereupon Legrand arose, with a grave and stately air, and brought me the beetle

from a glass case in which it was enclosed. It was a beautiful scarabaeus, and, at

that time, unknown to naturalists—of course a great prize in a scientific point

of view. There were two round black spots near one extremity of the back, and a

long one near the other. The scales were exceedingly hard and glossy, with all the

appearance of burnished gold. The weight of the insect was very remarkable, and,

taking all things into consideration, I could hardly blame Jupiter for his opinion

respecting it.

